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Abstract—Federated learning (FL) offers distributed machine
learning on edge devices. However, the FL model raises privacy
concerns. Various techniques, such as homomorphic encryption
(HE), differential privacy, and multiparty cooperation, are used
to address the privacy issues of the FL model. Among them, HE
ensures greater security and privacy since end-to-end encryption
maintains data privacy throughout the computation process.
Compared with other privacy-preserving techniques, HE does not
require the establishment of a trusted environment or protocol
among multiple parties and does not involve any artificial noise
that can impair system performance. Unfortunately, it suffers
from efficiency overhead when applied to privacy-preserving FL
(PPFL). Some existing surveys on PPFL discuss the generic
construction and organization of PPFL from the perspective
of practical HE deployment in PPFL. However, none of them
covers the efficiency optimization of HE when applied to PPFL.
This article conducts a comprehensive review of the efficiency
optimization of HE when applied to PPFL. First, we review
general optimization strategies and discuss their limitations when
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applied directly to HE-based PPFL. Second, an overview of
algorithmic, hardware, and hybrid optimizations is provided,
along with a discussion of their adaptation. Additionally, we
provide a detailed taxonomy of optimizations. Finally, we suggest
future HE-based PPFL research directions.

Index Terms—Efficiency optimization, federated learning (FL),
homomorphic encryption (HE), Internet of Things (IoT), privacy.

I. INTRODUCTION

THE Internet of Things (IoT) devices revolutionize various
sectors such as healthcare, agriculture, finance, and indus-

tries by enhancing efficiency and productivity [1], [2]. IoT
devices allow real-time monitoring of patient health [3], [4],
irrigation systems in agriculture, smart financial systems,
and streamlined industrial operations. The enormous data
generated by IoT devices at the network edge are driv-
ing the deployment of machine learning algorithms at the
network edge, called edge learning [5], to distill the data into
intelligence. This intelligence can then be used to support
AI-powered applications, ranging from virtual reality to e-
commerce [6].

One of the most popular frameworks for distributed machine
learning on edge devices is federated learning (FL) [7], [8]. FL
provides a novel paradigm by allowing decentralized model
training through local model aggregation to protect the privacy
of raw data [7], [9]. In representative FL frameworks like
FedAvg [10], and FedBE [11], rather than uploading raw data
to a central server for training, clients train local models with
their own data and uploading local models to the server. Then,
the server aggregates the uploaded model to learn a high-
quality global model.

However, FL schemes expose individual local models to
the aggregation server, which may maintain the privacy-
sensitive information of local data. Such uploaded models
may be eavesdropped and revealed to potential malicious
clients in FL systems. Therefore, various advanced privacy
attacks [12], [13], [14], [15], [16], [17], [18] have been
proposed, allowing the curious server and malicious clients
to extract privacy-sensitive information in the training data,
including membership inference attacks [12], [13], [14], inver-
sion attacks [15], [16], [17] and private attribute extraction
attacks [18].
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To defend against the aforementioned attacks, privacy-
preserving FL (PPFL) is proposed. In particular, existing
defenses in PPFL to counteract the privacy attacks include
multiparty computation (MPC) [19], [20] and differential
privacy (DP) [21], [22]. MPC enables the involved parties to
jointly compute a mutual function to aggregate the local models,
i.e., garbled circuit (GC) [23], Masking [19] and secret sharing
(SS) [24], [25]. In this case, the local models are securely
aggregated while preventing information leakages from the
uploaded models. In DP-based PPFL, it conventionally adds
noise to sensitive information (e.g., uploaded gradient [26]) to
protect the privacy of training data. However, these approaches
have some drawbacks. MPC requires extra interactive synchro-
nization steps and is sensitive to the system robustness in FL,
caused by issues such as client dropout, necessitating meticulous
engineering during implementation. Meanwhile, DP typically
leads to a nonnegligible model performance downgrade due to
the incremental noises [27], [28].

Another line of study of existing defense in PPFL is
homomorphic encryption (HE) [29], [30], [31], [32], which
offers a robust post-quantum solution that counteracts privacy
attacks while maintaining the full utility of aggregated models.
Note that the Paillier cryptosystem is not quantum-resistant
because it relies on the hardness of integer factorization, which
can be broken in polynomial-time with Shor’s algorithm [33].
HE schemes such as CKKS, BGV, and BFV are indeed
designed with quantum resistance in mind, as they are based on
the hardness of (Ring) learning with errors (LWE) problems.
In HE-based FL, clients encrypt local models, and the server
performs model aggregation over ciphertexts during aggre-
gation. For example, Mandal and Gong [34] created robust
and secure training protocols for federated regression models
utilizing HE, which are optimized for IoT devices.

Compared to MPC and DP, HE can be easily adapted to
provide strong privacy guarantees without algorithm modifica-
tions or accuracy loss. Thus, the approach built upon HE has
been a promising solution in PPFL. These HE-based PPFL
approaches can enable secure FL deployments and have been
adopted by several PPFL systems [35], [36], [37] and domain-
specific applications [38], [39].

Currently, several existing surveys in [40], [41], [42], [43],
[44], and [45] extensively analyze privacy and security threats
to FL systems with discussions on potential attacks and
defenses. However, few existing surveys on PPFL perceive
the construction and optimization of PPFL from the per-
spective of efficiency, especially for the deployment of HE
on edge devices. For example, the surveys in [40] and [41]
extensively analyze the privacy and security threats to FL
systems. Furthermore, the surveys in [42] and [43] system-
atically investigate the current work of vertical FL (VFL)
from a layered perspective and provide an overview of the
current progress in VFL, respectively. The surveys [44], [45]
have surveyed some privacy-preserving aggregation protocols.
However, the surveys [44], [45] only briefly discuss efficiency
techniques, lacking the depth required for a comprehensive
understanding. Several other works [28], [46], [47], [48]
either focus on optimizing the performance and efficiency of
standard FL [46] or focus on optimizing HE within centralized

privacy-preserving machine learning [47], [48] or its simplistic
integration into FL without optimization [28]. The comparison
of our survey with existing surveys is shown in Table I.

In summary, none of them provides an extensive discussion
of the limitations and adaptation of optimization techniques
in HE-based PPFL on edges. Consequently, the field of
optimization for HE-based FL remains relatively unexplored,
lacking in-depth research and consensus among researchers.
This motivates us to deliver the survey with a comprehensive
review of the literature on efficiency optimization in PPFL
from the perspective of HE. We expect this work to be an
initial attempt to bridge the gap of efficiency-oriented surveys
in the PPFL domain, as well as to solicit more contributions
to related research.

The contributions of this survey can be summarized as
follows.

1) We provide a detailed overview of HE-based PPFL by
starting with a comprehensive discussion on the back-
ground of FL, HE, related privacy-preserving techniques
(e.g., DP and MPC) in PPFL, and the threat model.

2) We provide a taxonomy of HE-based PPFL schemes (see
Fig. 1) and discuss the strengths and weaknesses of each
scheme. In addition, we discuss the overall limitations
and adaptation of each class.

3) Finally, we present the challenges faced by HE-based
PPFL and discuss the potential future research directions
of HE-based PPFL.

The rest of this article is organized as follows. Section II
introduces the background and preliminary details of FL and
HE with some other alternative privacy-preserving techniques.
Section III presents the algorithmic optimization techniques
that are tailored for HE-based FL. Section IV presents the
hardware optimization techniques. Section V presents the
hybrid optimization, and Section VI concludes this article.

II. BACKGROUND AND PRELIMINARY

In this section, we provide a brief overview of the
state-of-the-art of FL and its categories. We introduce
some preliminaries of HE and conventional HE-based
PPFL. Besides, we introduce some other alternative privacy-
preserving techniques that are feasible in PPFL.

A. Federated Learning Overview

There are two roles in a conventional FL setting. The one is
a set of n clients C, in which each client Ci, i ∈ (1, . . . , n), has
a local training data set Di and trains their local model θi. The
other is an aggregation server S that receives and aggregates
model θi updates from clients and computes a global model θ

without accessing the client’s raw data.
The FL model and the traditional centralized learning

model, obtained through the federated and traditional training
process, are defined as θ and θcen, respectively. Due to the
existence of parameter exchange and aggregation operations,
there may be a loss of accuracy throughout the training
process, that is, the performance of θ is not as good as that of
θcen. To quantify this difference, the performance of θ on the
test set is denoted as per, and the performance of θcen on the

Authorized licensed use limited to: The Hong Kong University of Science and Technology (Guangzhou). Downloaded on July 11,2024 at 11:02:01 UTC from IEEE Xplore.  Restrictions apply. 



XIE et al.: EFFICIENCY OPTIMIZATION TECHNIQUES IN PRIVACY-PRESERVING FEDERATED LEARNING 24571

TABLE I
COMPARISON OF OUR SURVEY WITH EXISTING SURVEYS

Fig. 1. Taxonomy of HE-based PPFL optimizations.

test set is denoted as percen. The δ-accuracy loss of the model
is then defined as: |per − percen| < δ.

B. Federated Learning Categories

According to the recent advances in FL, we hereby classify
FL from the data partitioning perspective as follows.

Data Partitioning: This class can be further divided into
horizontal FL (HFL) and VFL based on the distribution of
training data over the samples and features [49], as described
in Table II.

1) HFL: HFL refers to the FL setting where participants
share the same feature space while holding different
samples. For example, Google uses HFL to allow mobile
phone users to use their data set to collaboratively train
a next-word prediction model [10]. In this case, users

have different sample spaces but the same feature space,
and each user owns the labels of their samples.

2) VFL: VFL refers to the FL setting where data sets share
the same samples while having different features. For
example, multiple medical institutions, e.g., hospitals,
own different records for the same patients [50], [51].
They could securely train better models for healthcare
tasks with VFL. In this case, users have the same sample
space but different feature spaces. Only one participant
holds the label of the FL task. Before training a model,
all participants have to align the samples among different
data silos based on the common users.

FL can also be categorized into “cross-device” and “cross-silo”
settings [52]. The cross-device FL setting typically involves
a large number of IoT devices as the participating users,
whereas the cross-silo FL setting involves a limited number
of organizations. HFL can be applied to either cross-device
or cross-silo FL settings, while VFL is more commonly
associated with cross-silo FL. The division of cross-silo and
cross-device is not a key challenge for HE-based FL; thus, we
mainly discuss their application in the corresponding works.

C. Homomorphic Encryption Overview

HE allows arithmetic computations on encrypted data with-
out decryption. It generally consists of four components,
including KeyGen, Encrypt, Decrypt, and Evaluation (i.e.,
HomoAdd or HomoMult) as follows:

1) KeyGen: Generates key pairs (pk, sk).
2) Encrypt: Encrypts the message m, producing

ciphertext c.
3) Evaluation: Applies function f on encrypted data, yield-

ing encrypted result cresult.
4) Decrypt: Decrypts cresult to obtain the plaintext result

mresult. If designed correctly, mresult = f (m).
Generally, HE schemes can be classified as partially HE
(PHE) and fully HE (FHE) based on the number and types of
arithmetic operations permitted on encrypted data.

PHE schemes allow an unlimited number of operations
but only support one type of operation, either addition or
multiplication. FHE schemes permit an unlimited number of
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TABLE II
COMPARISON OF MAIN CHARACTERISTICS BETWEEN CONVENTIONAL HFL AND VFL

arithmetic operations and support multiple types of operations,
such as addition and multiplication, without any restrictions.
This enables the execution of complex functions and algo-
rithms directly on encrypted data.

1) PHE: The most famous approach, Paillier [53], is
widely adopted in FL to enable aggregation over encrypted
data, thus protecting user privacy.

2) FHE: To protect the privacy of the whole FL workflow,
e.g., the global model, FL clients need to train their local
model based on an encrypted global model, which requires
complicated function evaluation over ciphertext. Therefore,
FHE schemes are preferable option because they support
addition and multiplication, enabling them to perform arbitrary
complex computations on encrypted data.

To the best of our knowledge, most FHE schemes in use are
based on the ring LWE (RLWE) problem [54]. These schemes
can be classified as word-wise FHE (second-generation and
fourth-generation FHE) and bit-wise FHE (third-generation
FHE) according to the type of data and basic operations. The
first class contains BGV [55], BFV [56] and CKKS [30],
where BGV and BFV perform exact operations on integers,
and CKKS supports approximate computations over real and
complex numbers. The second class, such as FHEW [57]
and TFHE [58], encrypts a few bits per ciphertext and
performs logical operations. CKKS has the advantages of
supporting real number arithmetic processing and supporting
single instruction multiple data (SIMD), which is prominent
in the fields of privacy-preserving machine learning.

D. Conventional HE-Based PPFL

The workflow of conventional HE-based FL without effi-
ciency optimization is shown in Fig. 2.

1) HE-Based HFL: In HE-based HFL, the goal is to ensure
that no client reveals its model updates during aggregation.
Several approaches [28], [49], [59] have been proposed to
achieve this, including the use of PHE schemes, such as
Paillier [53]. With HE, gradient aggregation can be performed
on ciphertexts without decrypting them in advance.

In a HE-based HFL setup, a HE key pair is securely shared
among clients. Note that if clients share the same pair of
HE keys, it could suffer from several privacy risks. This is
precisely the issue that the proposed xMK-CKKS [60] scheme
aims to address and is outside our scope. During training,
clients encrypt their gradient updates with the public key and
send the ciphertexts to a central server. The server aggregates
the encrypted gradients and returns the result to the clients.
Clients decrypt the aggregated gradients using the private key,
update their local models, and proceed to the next iteration.

Uploading only encrypted updates ensures privacy protection
against the server and external parties during data transfer and
aggregation.

2) HE-Based VFL: Distinct from horizontal partitioned
data, in VFL, participating clients accomplish model training
interactively by performing computations and exchanging
encrypted intermediate results without revealing original
data [49], [61], [62].

The HE-based VFL consists of two parts. The first part
is encrypted entity alignment, which identifies common data
samples across multiple clients without disclosing nonmatch-
ing data. The second part is encrypted model training, which
focuses on training a model on the aligned data, considering
that the feature spaces of all parties may not be the same,
which is the focus of our work. In a given iteration, clients
first secure their intermediate results using their respective
public keys. After this encryption step, they proceed to
share these encrypted results with each other. This exchange
enables each client to accumulate a fully encrypted loss that
encompasses both the feature data from other participants and
their respective label information. With this encrypted loss
at hand, clients then calculate the encrypted gradients and
transmit these to the server for the decryption process. Once
decrypted by the server, the gradients are then distributed back
to each client individually. For example, in vertically federated
linear models, the gradients are divided into local terms that
can be computed at each client and cross terms that can be
computed by sending the encrypted intermediate results from
one participating client to another [49], [61]. For vertically
federated XGBoost models, it is critical to compute the gain
and weight for each possible split point of data provider
without revealing labels. The work of SecureBoost [62] found
that both gain and weight are functions of aggregated gradients
g and h, and thus proposed to interactively compute aggregated
gradients with additively HE (AHE) to build vertical federated
XGBoost models.

However, these conventional HE-based PPFL systems show
inefficient system optimization, especially in communication
and computation. For example, using Paillier dramatically
increases training time [63] (96×, 135×) and data transfer
compared to updating raw plaintext for FMNIST, CIFAR,
respectively. This motivates us to investigate efficiency
optimization in HE-based PPFL.

E. Other Privacy-Preserving Techniques in PPFL

DP [64] is a widely adopted privacy-preserving technique
in both academia and industry. The basic idea is to add
noise to personal sensitive attributes to protect privacy. In
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Fig. 2. Conventional HE-based FL without efficiency optimization.

the context of FL, clients add noise to their uploaded model
updates to mitigate inference attacks. Note that using DP
improves clients’ privacy protection at the cost of global
model performance (e.g., slower convergence and/or loss of
accuracy). Such performance degradation may be a major
concern in certain cross-silo settings where there is a strict
requirement for model performance.

MPC [65] provides a generic approach that enables clients
to jointly compute arbitrary functionality without revealing
their raw data. The aggregated model is calculated by exchang-
ing these secret shares among clients following well-designed
protocols. SS is indeed a fundamental primitive that lies at the
core of many MPC approaches. Informally, a (t, n)-SS scheme
divides the secret s into n shares in such a way that any t−1 of
these shares reveal no information about the secret s. However,
any t shares allow for a complete reconstruction of the secret s.

F. Threat Model

In constructing a threat model for FL, it is essential to
assess the capabilities of potential adversaries to ensure that
the chosen privacy-preserving methods are aptly robust. This
article concentrates on two predominant threats:

Semi-Honest Adversaries: These participants comply with
established protocols, yet possess an ulterior motive to infringe
upon the confidentiality of the data communicated. Their
strategy is to passively glean sensitive information without
outwardly tampering with the protocol’s operation.

Malicious Adversaries: Unlike their semi-honest counter-
parts, these actors willfully breach protocol guidelines with the
explicit intent to deceive or undermine the system’s security.
Their methods are active, involving direct interference in the
protocol’s execution to manipulate outcomes in their favor.

Besides, such adversaries may represent individual clients or
the central server coordinating the learning process, while they
may collude with others. For the noncolluding adversaries,
these adversaries act independently, mounting isolated attacks
without the support or cooperation of others. In contrast, col-
luding adversaries coordinate and conspire, potentially leading
to more sophisticated and damaging assaults on privacy or
the integrity of the global model. For example, semi-honest
colluding clients may collude with the server to try to steal
sensitive information from other honest clients. In this survey,

we delve into detailed analyses of these adversarial models
and discuss the implications for the robustness of privacy-
preserving mechanisms within HE-based PPFL frameworks.

III. ALGORITHMIC OPTIMIZATION FOR PRACTICAL

HE-BASED PPFL

In recent years, some research efforts have focused on
tackling the challenges of fully unleashing the performance
potential of HE-based PPFL. We mainly review them from
three aspects: algorithmic optimization (see Section III), hard-
ware optimization (see Section IV), and hybrid optimization
(see Section V) with other privacy-preserving techniques. Note
that some works apply several types of optimization concur-
rently. Table III summarizes the optimizations for practical
HE-based PPFL.

As mentioned above, this section provides a summary of
the algorithmic optimization techniques utilized in HE-based
PPFL. Specifically, we have categorized these optimization
techniques into seven categories: quantization, packing,
transmitted parameter selection (TPS), gradient descent
optimization (GDO), lightweight HE, end-to-end optimization,
and concurrent training owing to the different phases in FL.

A. Model Transmission Phase

1) Quantization: Quantization methods in FL aim to
minimize network communication costs by transforming high-
precision gradients into low-precision numbers while retaining
critical information. For example, Batchcrypt [63] is an
innovative framework that synergistically combines quantiza-
tion, batch encoding, and analytical quantization modeling
to improve computational speed and communication effi-
ciency without compromising model quality. In particular,
the authors initially proposed an analytical model, called
dACIQ, which clips gradients to reduce error. Next, they
quantize the clipped gradient values into uniformly distributed
signed integers within a symmetric range. They also devised
a novel batch encoding scheme employing two’s complement
representation with two sign bits for well-quantized values
while using padding and advanced scaling to avoid overflow
in aggregation.

Inspired by Batchcrypt [63], SecureBoost+ [66] first
encodes encrypted first-order and second-order gradients into
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TABLE III
OPTIMIZATIONS FOR PRACTICAL HE-BASED PPFL

a single message by adopting a simple fix-point encoding
strategy to transform a floating number into a large integer.
Meanwhile, eHE-SecureBoost [67] is a novel batch method
that shifts all to nonnegative numbers, truncates them, quan-
tizes them to unsigned binary numbers, and puts them together
as a batched number for further encryption, transmission, and
computations. Han and Yan [68] first go through the Shifting
Gradients to Nonnegative Values step to avoid possible over-
flow caused by the addition of negative numbers represented in
two’s complement. Then, they apply the binary conversion of a
nonnegative floating point Number to ensure the HE additivity
of batched ciphertext.

Other studies based on quantization techniques use ternary
or binary weight networks to improve computation and
communication efficiency. These methods quantize the gra-
dients to ternary {–1, 0, 1} or binary {–1, 1} values,
which reduces the size of the data for transmission and
storage while still allowing additivity in the encrypted domain.
EaSTFLy [69] builds upon the ternary gradients FL approach
(TernGrad) [70], which quantizes the gradients into ternary
vectors. The authors introduce a specialized batch encoding

algorithm tailored for ternary gradients, along with a pair
of encode-decode algorithms designed to prevent overflow
issues. FHE-DiNN [71] implements BNN [72] on TFHE and
TAPAS [73] also uses TFHE over BNN.

Discussion: We learned that quantization has two limita-
tions. First, dequantization requires knowledge of the number
of aggregated values, which poses challenges in flexible
synchronization scenarios where the number of updates may
vary or even be unknown. On the other hand, there are
overflow issues in the aggregation phase. Since values are
quantized into positive integers, aggregating them may lead to
overflow as the sum grows larger. This requires the decryption
of batched ciphertexts after a few additions and reencryption,
which can cause inefficiencies [28].

2) Packing: In packing, which is also known as batch-
ing [63], the multiple local gradients are packed into a single
plaintext message, helping to reduce the communication costs
of the FL process while preserving privacy. Note that each
client individually packs their own set of local gradients into
a single plaintext message before encryption. For instance,
Phong et al. [28] presented a pioneering framework for HFL
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that leverages additive HE to safeguard the gradients against
an honest-but-curious server. Next, in [28], it encodes the
gradients of signed real numbers to nonnegative integers and
then packs the nonnegative integers into a Paillier plaintext
due to the huge bits in the plaintext space. In addition, they
use zero padding to prevent overflows in ciphertext additions.
Secure model fusion [74] is another optimization strategy by
packing a group of weights into one operation that combines
quantization and zero-padding techniques to avoid overflow to
enhance computational efficiency. In addition, there are several
novel packing techniques, i.e., Chinese remainder theorem
(CRT) packing and polynomial packing, that can be utilized
in HE-based PPFL. Zhang et al. [75] proposed to use CRT
packing to pack the gradients and then use Paillier HE to
encrypt the packed gradients. It also achieves verifiability by
using a bilinear aggregate signature, which means it can detect
malicious behavior, such as aggregation servers falsifying the
aggregated gradient. VF2Boost [76] introduced a polynomial-
based packing method that packs multiple feature histograms
into a single ciphertext, leveraging the fact that the encoded
integer of each value falls within a narrow range. ESAFL [77]
employed CKKS’ encoding method [30] to encode gradi-
ents into polynomials and designed the polynomial packing
method to pack multiple local gradients into a single plaintext.
Furthermore, they utilize the fast Fourier transform (FFT) for
fast polynomial multiplication in plaintext encryption.

Discussion: In plaintext FL models, the server can receive
the real value of gradients, and thus can use suitable bits to
encode the sum or average to prevent overflows. However, in
PPFL scenarios, the server does not have access to the real
values as the gradients are either secret-shared or encrypted. In
such cases, alternative solutions must be employed to address
the overflow problem.

3) Transmitted Parameter Selection: TPS enables each
client to only transmit a selected subset of its parameters
for updating while the remaining parameters are accumulated
and incorporated into future training iterations. Li et al. [78]
introduced a novel double-end sparsification technique to
diminish the transmission of additional intermediate results.
In this method, both active and passive parties only transmit
the results with the most significant changes, while other
changes in the untransmitted results are accumulated locally
until they reach a sufficient magnitude. Inspired by this
approach, Yang et al. [79] utilized a similar sparsification
strategy to optimize the HE to transfer parameters process
in PPFL. Their methodology entails selectively transmits
gradient updates exceeding a predetermined threshold, and
concurrently accumulating updates that fall short of the thresh-
old locally. In FLZip [80], instead of encrypting individual
gradients, each client first filters insignificant gradients by
considering the magnitude of the gradients in each layer
independently. To allow aggregation to be performed on
ciphertexts of the sparsified gradients, FLZip uses a key-
value pair encoding scheme. Moreover, to counter the accuracy
loss as a result of sparsification, FLZip also utilizes an error
accumulation mechanism. Furthermore, AVFL [81] leveraged
the principal component analysis (PCA) to perform dynamic

feature selection, while CE-VFL [82] utilizes both PCA and
autoencoders to learn latent representations from raw data.
Another group of works is to disclose the partial local
parameter for better efficiency. Previous work on privacy
leakage analysis shows that the partial transparency, e.g.,
hiding parts of the models [83], [84], [85], can grant the
adversary a limited chance to successfully perform attacks like
gradient inversion privacy attacks [15]. FLARE [35] provided
an available configuration to perform HE operations on certain
layers. Furthermore, FedML [86] supported parameter-wise
selection for more fine-grained overhead control with the
corresponding privacy leakage analysis.

Discussion: It was learned that several limitations arise
when integrating sparsification techniques with cryptographic
techniques such as MPC or HE in PPFL. One challenge is to
implement downlink sparsification (i.e., sparsifying the global
update sent from the server to users) when the server is not
aware of the plaintext values of the aggregated update due to
cryptographic techniques.

B. Local Training Phase

1) Gradient Descent Optimization: GDO is another tech-
nique to save communication costs by reducing the number
of communication rounds in FL while maintaining the
performance of the aggregated model. To address this issue,
some works optimize the gradient descent algorithm to reduce
communication overhead in HE-based PPFL. Liu et al. [87]
proposed a federated stochastic block coordinate descent
algorithm (FeDBCD), which allows each party to conduct
multiple client updates before each communication to reduce
the number of synchronizations. They carefully select the
appropriate local iteration numbers to balance the communi-
cation and computational overhead caused by HE operation to
improve overall efficiency. Similarly, Wei et al. [88] increased
local training rounds prior to gradient update to reduce the
cost of information exchange and HE between both parties
during asynchronous gradient sharing, improving training
efficiency, and the corresponding speedup can be more than
10x compared to FedAvg. Zhang and Zhu [89] proposed a new
HE-based backpropagation algorithm that preserves privacy,
which is computationally efficient, and supports collaborative
asymmetric machine learning. A deep neural network with
a partially encrypted strategy is proposed for this scheme
to avoid learning on encrypted data directly and can be
more than 100× times speedup compared to Cryptonets [90].
Yang et al. [91] adopted the quasi-Newton method for fast
convergence, which is faster than first-order gradient-based
methods [61]. VPFL [92] combined the distributed selective
stochastic gradient descent (DSSGD) method with the Paillier
homomorphic cryptosystem to achieve distributed encryption
functionality in order to reduce the computational cost of the
complex cryptosystem.

Discussion: It was observed that how to reasonably set the
number of communication rounds is promising. The trade-
off between computation and communication needs further
investigation.
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C. Server Aggregation Phase

1) Lightweight Homomorphic Encryption: Some of the
work adopts lightweight HE approaches to reduce the overhead
of HE. ACCEL [93] employed symmetric HE (SHE), which
not only facilitates various homomorphic operations, but also
provides an efficient and secure approach for the preparation,
distribution, and computation of ciphertexts. In ACCEL, SHE
is utilized to devise a data aggregation matrix construction
protocol for vertical federated logistic regression, ultimately
enhancing the training efficiency. Hao et al. [94] presented an
efficient and secure gradient aggregation scheme in FL that
exploits the lightweight symmetric AHE called PPDM [95],
which is a newly devised technique for homomorphic data
aggregation. It simultaneously supports aggregation of addi-
tions and multiplications with a unified mechanism from
individual data in the encrypted domain, requiring it to perform
any one-way and one-time trapdoor function computation. In
addition, to further improve security and tolerate user dropouts,
a DP technique is also utilized to add calibrated noise to each
local gradient before encryption.

Discussion: It was found that lightweight HE is a
good choice for cross-device FL since IoT devices are
resource-constrained. However, this approach may potentially
compromise security levels since symmetric encryption does
not provide the same level of security as public-key encryption.
Furthermore, key management is cumbersome in symmetric
encryption, which limits the application of symmetric encryp-
tion in PPFL.

D. Overall FL Phases

1) End-to-End Optimization: End-to-end HE-based
PPFL [96] refers to employing FHE techniques to achieve
zero-leakage training of ML models in a federated setting
where the client’s local data, intermediate updates, and
the final model remain encrypted. SPINDLE [97] is
the first practical and efficient federated system that
enables privacy-preserving training of a complete logistic-
regression workflow using FHE. To enhance the efficiency
of FHE in federated training, they propose several end-to-
end optimizations, including parallel computations, SIMD
operations, efficient collective operations, and optimized
polynomial approximations for activation functions such as
sigmoid and softmax. POSEIDON [98] follow-up work is
the first end-to-end system that enables distributed learning
on neural networks with multiple clients in an FL setting.
POSEIDON employs several packing schemes to enable SIMD
operations on the weights of various network layers and
uses approximations that enable the evaluation of multiple
activation functions (e.g., Sigmoid, Softmax, ReLU) under
encryption. In addition, CryptoBoost [96] employs FHE to
build XGBoost end-to-end secure federated and achieves more
optimized system efficiency through new secure computation
protocols such as secure division, secure comparison, and
secure sorting.

Discussion: It was learned that end-to-end PPFL ensures
stronger security and privacy. However, achieving end-to-end
PPFL workflow requires the adoption of FHE, which may lead
to impractical overheads for large-scale ML models. Thanks

to the properties of multikey HE (MHE) [60], the mentioned
work is also secure against N − 1 colluding clients out of N
clients.

2) Concurrent Training: VF2Boost [76] improved vertical
federated GBDT by concurrent training to reduce idle waiting.
In more detail, for the root node, a blaster-style encryption
scheme is introduced to parallelize the encryption, public
network communication, and histogram construction phases.
For subsequent layers of the decision tree, an optimistic node-
splitting strategy is developed to overlap the decryption and
histogram construction phases. Moreover, Secureboost+ [66]
reduces cipher-related computation costs and communication
costs at a training mechanism level by using mix tree training
and layered tree training.

IV. HARDWARE ACCELERATION

The design of hardware-based acceleration has been
becoming more and more critical in FL because the
adopted privacy-preserving methods could result in signifi-
cant computation and communication costs. Existing research
utilizes different hardware infrastructures, including field-
programmable gate arrays (FPGAs) [101], [108], graphics
processing unit (GPU) [99], and CPU [103] to achieve accel-
eration in HE-based PPFL.

A. FPGA-Based

FPGAs are semiconductor-integrated circuits [109], [110]
that can be configured for various tasks after being manufac-
tured. This adaptability enables FPGAs to speed up significant
workloads and allows designers to adjust to evolving demands.
FPGAs have been employed in diverse fields, including
traditional machine learning [111] and cryptography [112].
In recent years, FPGAs have been utilized to boost the
performance of VFL with HE. Yang et al. [101] introduced
an FPGA-based HE framework to accelerate the training
phase. They strategically offloaded the modular multiplication
operation, the central component of the Paillier cryptosystem,
onto the FPGAs. Moreover, they developed a streamlined
architecture for the Paillier cryptosystem to integrate the FPGA
framework into VFL. Additionally, FLASH [102] presented a
more refined design for VFL based on the Paillier cryptosys-
tem, enabling a broader range of cryptographic operations.
Using FPGAs to speed up VFL processes allows researchers
to improve computational efficiency and flexibly accommodate
various requirements.

Discussion: FPGA provides the capability to design a
hardware architecture specifically for efficient cross-silo FL.
This is achieved by creating hardware circuits from the ground
up, thereby enabling us to devise an optimized, fine-grained
pipelining system with adaptable bit-width support, which
expedites HE operations. Moreover FPGA furnishes ample on-
chip memory, facilitating the storage of large numbers utilized
in the processing pipeline.

B. GPU-Based

The GPU is available hardware for accelerating the train-
ing process of machine learning models due to its parallel
architecture. In HE-based VFL, Cheng et al. [99] proposed
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a GPU-based acceleration solution called HAFLO for the
vertical federated logistic regression algorithm. HAFLO opti-
mizes the core homomorphic operation to reduce the overhead
introduced by the Paillier cryptosystem. Furthermore, HAFLO
also optimizes IO and storage on GPU for the vertical feder-
ated logistic regression algorithm. Furthermore, for end-to-end
HE-based PPFL [96], [97], [98], acceleration on the GPU
could refer to [113] and [114]. Jung et al. [113] identified
the main-memory bandwidth bottleneck as a key challenge
in accelerating FHE operations using GPUs and developed
a GPU implementation that extensively utilizes memory-
centric optimizations. By applying their GPU implementation
to train a logistic regression model, they achieved a significant
speedup of 40× compared to an 8-threaded CPU implemen-
tation [115], [116]. CARM [100] is the first optimized GPU
implementation of FHE schemes designed specifically for
IoT scenarios. Although the mentioned work has not been
implemented in the FL setting, they offer a promising solution
for End-to-End HE-based PPFL.

Discussion: It was learned that GPU [117] is ideal for
performing data parallelism over tensors with short numbers
(e.g., single precision floats); however, it fails to provide
efficient pipeline execution for HE operations with large
numbers (e.g., 2048-bit integers).

C. CPU-Based

In contrast to earlier works that depend on specialized
hardware, such as GPUs and FPGAs, Intel introduced the Intel
HE acceleration library (HEXL) in 2021 [118]. HEXL takes
advantage of the SIMD features and Intel AVX-512 instruc-
tions available on Intel CPUs, which are easily accessible,
to deliver plug-and-play acceleration for FHE. For example,
in [103], the modular exponentiation operation of partial HE
in FL has been significantly enhanced by the introduction of
the multibuffer function provided by HEXL.

Discussion: In this survey, we identified the main cause
behind the inefficiency of PHE and FHE. PHE operations
are based on two basic operators: modular exponentiation
and modular multiplication. Most FHE operations are built
upon polynomials, which are much more complex than
plaintext computation, while FFT/number theoretic transform
(NTT) can be utilized to speed up the polynomial operations
from algorithm level, further accelerating NTT / FFT faces
challenges in three aspects: high computation complexity,
extremely intensive memory access, and limited generality.

V. HYBRID OPTIMIZATION WITH OTHER

PRIVACY-PRESERVING TECHNIQUES

Privacy-preserving techniques offer unique advantages when
integrated with HE. Therefore, researchers adopt hybrid
approaches to improve system efficiency and provide strong
privacy guarantees in HE-based PPFL.

A. HE+DP

Kim et al. [104] proposed a new method to use a com-
bination of HE and DP for an iterative learning algorithm
in FL. They decrypted the model at each iteration, and the

decrypted model is redistributed to generate fresh inputs for
the next iteration. It focuses on solely using smaller HE param-
eters than the ones used in previous approaches [115], [116].
Consequently, it leads to better performance in terms of com-
putational efficiency and accuracy. Chai et al. [105] proposed
an efficient federated matrix factorization method that protects
users against inference attacks in FL. The key idea is that they
obfuscate one user’s rating to another such that the private
attribute leakage is minimized under the given distortion
budget, which limits recommending loss and overhead of
system efficiency. During the obfuscation, they apply DP to
control information leakage between users. They also adopt
HE to protect intermediate results during FL training.

B. HE+SS

Several works combine HE with SS to protect the
intermediate computational results from leaking to any other
client. For instance, Pivot [106] combines SS and HE to
guarantee that no intermediate results are disclosed when
aggregating general tree models, including RF and GBDT. In
Pivot, HE is used extensively to facilitate local computations
on the client side. SS is only invoked in the scenarios where
HE proves to be inadequate in terms of functionality. By
adopting this approach, the proposed solution can not only
ensure a high level of security but also exhibit a remarkable
improvement in efficiency when applied to the vertical tree
models. PrivFL [34] enabled a robust and secure training
process by iteratively executing a secure multiparty global
gradient protocol and using lightweight HE operations, which
are suitable for mobile applications. Specifically, PriVFL
designed two privacy-preserving protocols for training linear
and logistic regression models based on an additive HE
and a masking protocol. CAESAR [107] combined HE and
SS to build a secure large-scale sparse logistic regression
model and achieve both efficiency and security. Moreover,
they adopted mini-batch gradient descent, which benefits from
fast convergence and enjoys good computation speed using
vectorization libraries. FEDXGB [119] involves a new HE-
based secure aggregation scheme for FL. By combining the
advantages of SS and HE, the algorithm can force the server
to conduct the aggregation operation and is robust against user
dropout. An additive SS scheme is implemented in [120] to
safeguard against collusion additionally, a discrete logarithm-
based verification scheme is introduced, effectively ensuring
result accuracy and identifying nonperforming servers with
over 50% less overhead than traditional bilinear signature
methods.

Discussion: The standard HE-based PPFL assumes that
all clients are semi-honest and that there is no collusion
between clients and servers. Thanks to SS, the mentioned
work can resist collusion attacks from untrusted clients. We
also observed that different security primitives have their
pros and cons. For example, SS-based protocols often have
large communication overheads but maintain model accuracy,
whereas DP-based protocols can be more efficient, but may
suffer from significant accuracy loss. In the future, we expect
that researchers will continue to develop and explore hybrid
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protocols to balance the tradeoffs between communication
overhead, computational complexity, privacy guarantees, and
model accuracy.

VI. FUTURE DIRECTION AND CONCLUSION

It was found that the utilization of FHE in PPFL is a
relatively unexplored area. There is a significant need for end-
to-end privacy and robustness in FL, both of which require
complex computations. Consequently, these requirements can
only be feasibly achieved through the implementation of FHE.
It was noticed that the current applications of FHE-based end-
to-end encryption are considerably slow and not yet practical
for widespread use. To date, there have been no attempts to
integrate FHE-based robustness [121] into the context of FL.
Therefore, it is necessary to optimize FHE computations and
design a robust FL solution that leverages FHE. Furthermore,
another promising direction for research could be the dynamic
adjustment of privacy requirements based on different scenar-
ios, applications, and data [5], [122]. Such an approach could
effectively balance privacy and efficiency, thus achieving an
optimal tradeoff.

In summary, this article has presented a comprehensive
survey on the efficiency optimization of PPFL from the HE
perspective. First, we have given an overview of FL and
HE, including concepts, categories, their integration with HE-
based PPFL, and the threat model. Then, we have introduced
the three optimization skills from algorithmic, hardware, and
hybrid perspectives and discuss their limitations and adaptions
in HE-based PPFL. Finally, we have outlined existing chal-
lenges as well as several directions for future research.
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